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Abstract: A biometric system which relies only on a single biometric trait is often not able to 
meet the desired performance.  In Multi-modal system more than one biometric traits are used to 
identify a person. The study of methods for uniquely recognizing based upon one or more 
intrinsic physical or behavioral. In this paper we present the use of multimodal biometric system 
to get the higher degree of security. 
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1.   Introduction 
 

Biometrics system deals with the distinctive physiological or behavioral characteristics of human 
being. Biometrics system provides different types of techniques that capture a person’s identity. 
Multimodal biometric system provides the technique that combine two or more traits which 
cannot be easily copied, forgotten or stolen by any intruder. It uses identifiers that capture two or 
more traits which match with the stored template. And after this process if the person passes all 
the stages then he/she can continue his/her work. 
 
2. Multimodal Biometric 
 
The Multimodal biometric systems are providing identification and human security over last few 
decades. Due to this reason multimodal biometrics systems are adapted to many fields of 
applications. Some of these multimodal systems are human computer dialog interaction 
based systems where the user interacts with the PC through voice or vision or any other pointing 
device in order to complete a Specific task. Multimodal biometric systems are those which 
utilize, or are capability of utilizing, more than one physiological or behavioral characteristic for 
enrollment, verification, or identification. A biometric system is essentially a pattern 
recognition system. This system measure and analyzes human body Physiological 
characteristics,   such as fingerprints, eye retinas and irises, voice patterns, facial patterns and 
hand measurements for authentication purposes or behavioral characteristics. The biometric 
identifiers cannot be misplaced. In spite of inherent advantages, unimodal biometric solutions 
also have limitations in terms of accuracy, enrolment rates, and susceptibility to spoofing. This 
limitation occurs in several application domains, example is face recognition.  The accuracy of 
face recognition is affected by illumination and facial expressions. The biometric system cannot 
eliminate spoof attacks. Inspite of using unimodal biometric system that have poor performance 
and accuracy, we study and propose a new approach to the multimodal biometric system. This 
new Multimodal biometric systems perform better than unimodal biometric systems and are 
popular even more complex. Multimodal biometric systems utilize more than one 
physiological or behavioral characteristic for enrolment, verification or identification. The 
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reason to combine different modalities is to improve recognition rate. 

 
Figure 1: The three levels of fusion in multi-modal biometric system 

 

 
 
The aim of multi biometrics is to reduce one or more of the following: 
 
�  False accept Rate (FAR) 
 

�  False Reject Rate (FRR) 
�  Failure to Enroll Rate (FTR) 
 

�   Susceptibility to Artifacts 
 

 
 
 
 
 
 
 
 
 
 
 

Figure 2: Various rates of biometric system 
 
Multi modal biometric systems take input from single or multiple sensors measuring two or 
more different modalities of biometric characteristics. For example a system with voice and 
finger print recognition would be considered “multimodal” even if the “OR” rule was being 
applied, allowing users to be verified using either of the modalities 
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3.   Application Area of Multimodal Biometrics System 
 

3.1. Law enforcement 
 

An Automated Fingerprint Identification System, or AFIS, is designed to enable a fingerprint to 
be matched extremely quickly against a large number of records in a criminal database. To 
do this effectively it will almost always hold encodings of all ten fingers. 
 
Law enforcement agencies have achieved significant success with facial recognition, 
matching the mug shot (or even composite drawing) of a suspect against a database of offenders. 
This is particularly useful where the individual has refused to give his name, or has given a false 
name. 
 
3.2. Airport security 
 
Post 9/11 a real need emerged to identify terrorists trying to board planes. As in many cases the 
only information available on suspected terrorists was a mug shot or surveillance photo, facial 
recognition was thrust to center stage as the biometrics which could help identify them 
before they board the plane. While much work has been done in this area, the practical and 
logistical issues which have to be overcome have meant that so far, implementation has not been 
as fast as originally anticipated. 
 
3.3. Smartcards 
 

Smartcards are not a different application, but a particularly secure means of providing an 
individual with an identity card. They are especially appropriate for biometrics because 
sufficient memory can be made available to hold the individual's facial image and a number 
of encoded 
arrays. While these will always be held in a central database as well, having them on the 
card itself enables it to be used in locations where there may be no network access. 
The use of Radio Frequency Identification (RFID) enabled Smartcards minimizes the time 
taken to verify a person's identity, by allowing data on the card to be read without direct contact. 
 

 
 
 
 
 
 

Figure 3: Applications of Biometric System 
 
4.   Fusion at various Levels 
Based on the type of information available in a certain module, different levels of fusion may 
be defined. 
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Figure 4: Fusions at different levels 
 
 
 
 
Fusions: 
 

• Sensor Level Fusion 
• Feature Level Fusion 
• Score Level Fusion 
• Rank Level Fusion 
• Decision Level Fusion 

 
 
4.1. Sensor-level fusion: The raw biometric data (e.g., a face image) acquired from an 
individual represents the richest source of information although it is expected to be 
contaminated by noise (e.g., non-uniform illumination, background clutter, etc.). Sensor level 
fusion refers to the consolidation of (a) raw data obtained using multiple sensors, or (b) multiple 
snapshots of a biometric using a single sensor. 
 
 
 
4.2. Feature-level fusion: In feature-level fusion, the feature sets originating from multiple 
biometric algorithms are consolidated into a single feature set by the application of appropriate 
feature normalization, transformation and reduction schemes. The primary benefit of 
feature- level fusion is the detection of correlated feature values generated by different biometric 
algorithms and, in the process, identifying a salient set of features that can improve recognition 
accuracy. Eliciting this feature set typically requires the use of dimensionality reduction methods 
and, therefore, feature-level fusion assumes the availability of a large number of training data. 
Also, the feature sets being fused are typically expected to reside in commensurate vector 
space in order to permit the application of a suitable matching technique upon consolidating the 
feature sets. 
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4.3. Score-level fusion: In score-level fusion the match scores output by multiple biometric 
matchers are combined to generate a new match score (a scalar) that can be subsequently used 
by the verification or identification modules for rendering an identity decision. Fusion at this 
level is the most commonly discussed approach in the biometric literature primarily due to the 
ease of accessing and processing match scores (compared to the raw biometric data or the 
feature set extracted  from the data).  Fusion  methods  at this  level  can  be broadly classified  
into  three categories: density-based schemes [6], transformation-based schemes [13] and 
classifier based schemes. 
 
4.4. Rank-level fusion: When a biometric system operates in the identification mode, the output 
of the system can be viewed as a ranking of the enrolled identities. In this case, the output 
indicates the set of possible matching identities sorted in decreasing order of confidence. The 
goal of rank level fusion schemes is to consolidate the ranks output by the individual biometric 
subsystems in order to derive a consensus rank for each identity. Ranks provide more insight 
into the decision- making process of the matcher compared to just the identity of the best 
match, but they reveal less information than match scores. However, unlike match scores, the 
rankings output by multiple biometric systems are comparable. As a result, no normalization 
is needed and this makes rank level fusion schemes simpler to implement compared to the 
score level fusion techniques [10]. 
 
 
4.5. Decision-level fusion: Many commercial off-the-shelf (COTS) biometric matchers provide 
access only to the final recognition decision. When such COTS matchers are used to build 
a multi biometric system, only decision level fusion is feasible. Methods proposed in the 
literature for decision level fusion include “AND” and “OR” rules [7], majority voting weighted 
majority voting,  Bayesian  decision  fusion  the  Dumpster-Shafer  theory  of  evidence  and  
behavior knowledge space [11] 
 
 
5. Conclusion 
 

In this paper various issues related to multimodal biometrics system have been presented. By 
combining multiple biometric traits, the performance of biometric system can be improved. 
Various  applications  of  multimodal  biometrics  system  and  different  levels  of  fusion  are 
discussed. The multimodal biometrics is very popular in these days due to its performance and 
advance level of security. Though some complexity also exists in multimodal system which 
reduces its acceptability in many areas. 
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